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CSUR ACM Computing Surveys (CSUR)

These comprehensive, readable tutorials and survey papers give guided tours through the literature and explain topics to those who seek to
learn the basics of areas outside their specialties. The carefully planned and presented introductions in Computing Surveys (CSUR) are also
an excellent way for professicnals to develop perspectives on, and identify trends in complex technologies. Recent issues have covered image
understanding, software reusability, and object and relational database topics.

JACM Journal of the ACM (JACM)

The Journal of the ACM (JACM) provides coverage of the most significant work on principles of computer science, broadly construed. The
scope of research covered encompasses contributions of lasting value to any area of computer science. To be accepted, a paper must be
judged te be truly outstanding in its field. JACM is interested in work in core computer science and in work at the boundaries, both the
boundaries of subdisciplines of computer science and the boundaries between computer science and other fields.

JDIQ Journal of Data and Infermation Quality (JDIQ)

JDIQ's mission is to publish high quality articles that make a significant and novel contribution to the field of data and information quality.
JDIQ welcomes research contributions on the following areas, but not limited to: Information Quality in the Enterprise Context; Database
related technical soluticns for Information Quality; Information Quality in the context of Computer Science and Infermation Technology;
Information Curation.

JDIQ accepts research conducted using a wide variety of methods ranging from positivists to interpretive methods, systems building
descriptions, and database theory, as well as statistical analysis, mathematical modeling, quasi experimental methods, hermeneutics, action
research, and case study. JDIQ accepts diverse research methods that are customary in different research backgrounds and traditions, both
quantitative and qualitative. Research papers need to demonstrate the use of a rigorous method or methods. Research papers also need to
provide valuable and relevant implications for applying their findings and solutions in practice.

JEA Journal of Experimental Algorithmics (JEA)

The ACM Journal of Experimental Algorithmics (JEA) is the first publication devoted entirely to experimental work in algerithms and data
structures. JEA is also the first on-line-only journal published by ACM, and it is available through a variety of protocols including http, ftp and
ftpmail.

JETC ACM Journal on Emerging Technologies in Computing Systems (JETC)

The ACM Journal on Emerging Technologies in Computing Systems (JETC) invites submissions of original technical papers describing research
and development in emerging technoelogies in computing systems. Major economic and technical challenges are expected to impede the
continued scaling of semiconductor devices. This has resulted in the search for alternate mechanical, biolegical/biocchemical, nanoscale
electronic, asynchronous and quantum computing, and sensor technologies. As the underlying nanotechnologies continue to evolve in the
labs of chemists, physicists, and biologists, it has become imperative for computer scientists and engineers to translate the potential of the
basic building blocks (analogous to the transistor) emerging frem these labs into information systems. Their design will face multiple
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CACM Communications of the ACM

ACM's flagship magazine, Communications of the ACM, is the premier chronicler of computing technologies, covering the latest
discoveries, innovations, and research that inspire and influence the field. Each month, Communications brings readers in-depth stories
of emerging areas of computer science, new trends in IT, and practical research applications. Industry leaders choose Communications to
debate technology implications, public policies, engineering challenges, and market trends.

Read by over 85,000 computing researchers and practitioners worldwide, Communications is recognized as the most trusted and
knowledgeable source of industry information for today's computing professional.

CIE Computers in Entertainment (CIE)

Computers in Entertainment (CiE) is an online-only magazine about a wide range of theoretical and practical computer applicatiocns in the
entertainment industry, including engagement, playfulness, creative technique, business, pleasurability, and "funology.” CiE publishes
peer-reviewed research papers and articles, as well as commentaries, opinion articles, video interviews as well as their transcriptions,
creative content such as games and artwork, and more.

Editor-in-chief Newton Lee, the founder of CIE, oversees the publication. Unsolicited article submissions are welcomed and can be
uploaded online at http://mc.manuscriptcentral.com/cie.
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elearn magazine is published by ACM, a not-for-profit educational association serving those who work, teach, and learn in the various
computing-related fields. Founded in 1947 as the Asscciation for Computing Machinery, ACM's stated mission is to advance the arts,
sciences, and applications of information technology. It is the oldest and most respected organization of its kind.

elean is ACM's first Web-only publication. It will build on ACM’s reputation by serving as the most accurate and unbiased scurce for
news, information, and opinion on the now-flourishing field of online education and training. It also offers a community hub for e-
learning professionals on the Web, providing a wealth of public forums for the free exchange of ideas.

Content is culled from two distinct sources: News and features written by professional journalists with expertise in education and
technolegy, and celumns and tutorials by industry leaders and stars of academia. Our targeted readership includes both providers and
consumers of online learning, with a special emphasis on teachers, managers, and administrators working to develop educational
programs or classes on the Web.

firoads Inroads ACM Inroads

ACM Inroads is a magazine intended for professionals interested in advancing computing education in the world. Authors represent an
international community of scholars who reflect and contribute to the computing profession. In addition to invited editorials and columns,
authors may contribute to technical papers in standard or extended formats, bits-and-bytes, letters to the editor, and other peripheral
information affecting computing educational communities. The focus of the publication is to generate new “inrocads” in theory and
practice affecting a worldwide community of computing educators that fosters dialogue, cooperation, and collaboration.
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A position paper toward an important and urgent discussion on how best use the potential of Artificial Intelligence in the context of
cybersecurity. Al is often mentioned in papers on cybersecurity. But what is meant is using pre-existing AI techniques in cybersecurity. Al
techniques are developed around applications. Cybersecurity has never been an area of concentration in AL In this paper we argue that
cybersecurity calls for new and specific Al techniques developed with that kind of application in mind. In practice, this paper is based on
a broad overview of different approaches, which have the potential to be game changers in cybersecurity. This paper focuses on web
application security and advocates the use of Knowledge Based Systems, probabilistic reasoning and Bayesian updating to control the

probability of false positives and false negatives.
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Artificial Intelligence a Key to the Future
of CyberSecurity

Benoit Morel
Camegie Mellon University
Pittsburgh, Pa 15213
bmi1v@andrew.cmu.edu

Abstract

A position paper toward an important and urgent
discussion on how best use the potential of Artificial
Intelligence 1n the context of cybersecurnity. Al 1s often
mentioned 1n papers on cybersecurity. But what 1s meant
is using pre-existing Al techniques in cvbersecurnity. Al
techniques are developed around applications.
Cybersecurity has never been an area of concentration n
Al In this paper we argue that cybersecurity calls for new
and specific Al techniques developed with that kind of
applicatton in mind. In practice, this paper 1s based on a
broad overview of different approaches, which have the
potential to be game changers in cybersecurity. This paper
focuses on web application security and advocates the use
of Knowledge Based Systems, probabilistic reasoning and
Bayvesian updating to control the probability of false
positives and false negatives.

Catagories and Subject Descriptors: A_1[General
Literature]: Introductory and Survey:; H.1.0 [Information
Systems]: Models and Princples

General Terms: Documentation, Security, Theory
Keywords: Bavesian updating, CSRF | probabilistic
reasoning

1. Introduction

It has been known for a long time that In
cybersecurnity, defense uses a flawed paradigm because 1t
leads to a strategy based on tweaking and "fixing the
plumbing” with no long term vision. When new forms of
attacks appear, ad hoc response are put together, which
often mvolves making the use of the internet more
cumbersome. by adding layvers of authentication.
"Protective measures tend to involve complicating
protocols or therr implementation. making things more

secure by making them more cumbersome and
recommending to refrain from using some functionalities,
as more often than not each new functionality provides
new points of entry for malicious acuviues [1]. [2].
[3].]14]. But the imtroduction of new functionalities are
precisely what makes the nternet so attractive and
successful. Furthermore there is still no adequate defense
to zero day attack, as anomaly based detection has sull
some open problems, like the false positive probability.

An 1deal cyber-defense would provide full protection
to users, while preserving all the functionalities. We are
very far from this situation. But there 1s no reason why n
the long run. we could not get close to such a situation.
One thing that cyvber-defense can do and should i1s to be
more intelligent. The approach to defense based on
"fixing the plumbing” is inherently suboptimal. A massive
paradigm shift is needed. the kind of paradigm shift that
makes a much heavier use of Artificial Intelligence (Al).

The 1dea or making heavier use of AI 1n
cybersecurity 1s not new. In an editonal in IEEE security
and Privacy [5]. Carl Landwehr stated that "In their early
days., computer security and artificial intelligence didn’t
seem to have much to say to each other. Al researchers
were mterested in making computers do things that only
humans had been able to do. while security researchers
aimed to fix the leaks in the plumbing of the computing
infrastructure or design infrastructures they deemed
leakproof.™ But the dream of retroactively make the
interncet secure and leak-proof, is clearly not a clever
approach.

In the words of Bruce Schneier, “the internet can be
regarded as the most complex machine mankind ever
built. We barely understand how it works, let alone how
to secure it” [6]. The mtroduction of new technologies
like the proliferation of new web applications or the
increasing use of wireless, have exacerbated this fact [1].
Cybersecurity, has become the most complex threat to
society. Despite years of mmcremental improvements in
cyber-defense. i1t i1s clear that a paradigm shift is needed,
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